
and these words are expanded to a sequence of 64 words through the message
schedule:

σ0(X) = ROTR7(X) ⊕ROTR18(X) ⊕ SHR3(X);

σ1(X) = ROTR17(X) ⊕ROTR19(X) ⊕ SHR10(X);

Wt = σ1(Wt−2) + Wt−7 + σ0(Wt−15) + Wt−16

where ROTRn is right rotation by n bits.
The 8 registers are updated through a number of rounds. The SHA-256 com-

pression function consists of 64 rounds. Every round function has arithmetic
addition, a round-dependent constantKi, two linear functions Σ0, Σ1, and two
non-linear functions CH, MJ .

CH(X, Y, Z) = ( X ∧ Y ) ⊕ (X ∧ Z);

MJ(X, Y, Z) = ( X ∧ Y ) ⊕ (Y ∧ Z) ⊕ (Z ∧X);

Σ0(X) = ROTR2(X) ⊕ROTR13(X) ⊕ROTR22(X);

Σ1(X) = ROTR6(X) ⊕ROTR11(X) ⊕ROTR25(X),

where X is bitwise complement ofX. The t-th round of the compression func-
tion updates the 8 registers using the wordWt and the constant Ki as input.
The compression function updates the 8 registers according to the following
algorithm:

T1t(Et, Ft, Gt,Ht,Kt,Wt) = Ht + Σ1(Et) + CH(Et, Ft, Gt) + Kt + Wt ;

T2t(At, Bt, Ct) = Σ0(At) + MJ(At, Bt, Ct) ;

Ht+1 = Gt; Gt+1 = Ft; Ft+1 = Et; Et+1 = Dt + T1t ;

Dt+1 = Ct; Ct+1 = Bt; Bt+1 = At; At+1 = T1t + T2t.

5.2 Application to the SHA-2-XOR

We consider a SHA-256 variant in which every arithmetic addition is replaced
by XOR operation. We call this variant SHA-2-XOR.

We discuss pseudo-collision resistance and pseudo-randomness of this func-
tion. In the ideal case, the attacker would require a complexity 2128 to �nd a
pseudo-collision and if both of an input di�erence and an output di�erence are
�xed, then the probability that a plaintext pair with the input di�erence results
in the output di�erence is 2−256.

At SAC 2005 [20], Yoshida and Biryukov presented a pseudo-collision attack
on the reduced SHA-2-XOR with 34-rounds using the best one-round iterative
characteristic with a high probability 2 −8. The attack is of complexity 2120 and
uses the input modi�cation technique which ensures some conditions to hold so
that for the �rst 19-rounds no probability is paid.

Here we consider an attack which also uses this iterative characteristic but
in order to improve the probability for the �rst several rounds, we apply the
technique of neutral bits, instead of the input modi�cation technique.



Here P = A‖|B‖C‖D‖E‖F‖G‖H

δ = 0xb3b3b3b3 0xb3b3b3b3 0xb3b3b3b3 0xb3b3b3b3

0x0c0c0c0c 0x0c0c0c0c 0x0c0c0c0c 0x0c0c0c0c

↓
E(K, P ) ⊕ E(K, P ⊕ δ) = δ

In this section, we will see how much the method presented here improves
the probability of this characteristic by using the particular set of plaintexts ,
rather than using a set of randomly chosen plaintexts. We set the key valueK
to be 0 so we study the resulting functionE(0, P ).

Table 3. The set of neutral bits of size 27 for r = 7, (the bits are numbered in the
range 0, ..., 255)

.

P = 0x4939a45a 0x79ec4172 0xf0ef5249 0x29b5bb6f
0xd92f76e4 0x21962dfe 0xd88e64f6 0x7b624d63

P� δ = 0xfa8a17e9 0xca5ff2c1 0x435ce1fa 0x9a0608dc
0xd5237ae8 0x2d9a21f2 0xd48268fa 0x776e416f

Pairs: (128 0), (129 1),(132 4),(133 5),(134 6),(135 7),(136 8),
(137 9),(140 12),(141 13),(142 14),(143 15),(144 16),(145 17),
(148 20),(149 21),(150 22),(151 23),(152 24),(153 25),(156 28),

(157 29),(158 30),(159 31),(165 37),(166 38),(167 39)

For r = 7, an experiment using the algorithm1 gave us a 2-neutral set of
size 53. In order to estimate probability with a practical complexity, we took a
sub-set of size of 27 shown in the Table 3.

Our experiment con�rmed that the probability of 10-round of this character-
istic obtained from this 2-neutral set is 2−23.678072 which is slightly more than
2−24. This is 256 higher than the probability in the original characteristic.

This means that with a probability 2 −23.678072 the following equation holds:

E10(0, P ) ⊕ E10(0, P ⊕ δ) = δ

In practice we found 10 right pairs of plaintexts (P, P⊕δ) with complexity 2 27.
What this means to the security of SHA-2-XOR (E(K, P ) with the Davies-Meyer
chaining) is that for such a plaintext P , a pair of chaining variable (P, P ⊕δ) and
a pair of message (M = 0 ,M ′ = M ) produces a pseudo-collision for 10 rounds
of SHA-2-XOR hash function. A pair of plaintexts which produce such a pseudo
collision is as follows:

P = 0x4939a45a 0x79ec4172 0xf0ef52a9 0xa8161bbe



0xd92f76e4 0x21962dfe 0xd88e6416 0xfac1edb2

P ⊕ δ = 0xfa8a17e9 0xca5ff2c1 0x435ce11a 0x1ba5a80d

0xd5237ae8 0x2d9a21f2 0xd482681a 0xf6cde1be

Now the interesting question is how many rounds we could add to this 10-
rounds from theoretical point of view. In principle, we can use 768 bits of input
in the case of SHA-2-XOR. What we need to consider is that how many input
bits we have used so far and will be able to control to add rounds. In order to
obtain 10-round pseudo-collisions, we had to do two things:

1) Fix each of the wordsW0,W1, . . . ,W6 to 0
2) Use the 2-neutral set of size 27
This means that we use 7· 32bits to construct 10-round pseudo-collisions,

therefore we can control the message words,W7,W8, . . . ,W15 (=freedom of 9·
32 bits.) to add 12 rounds.

This discussion above means that 38-rounds of SHA-2-XOR has weakness
in randomness and 22-rounds of SHA-2-XOR has weakness in pseudo-collision
resistance.

5.3 Application to the SHA-256

SHA-256 in encryption mode was proposed for use as a block cipher by Hand-
schuh and Naccache and named SHACAL-2 [11]. The block cipher was selected
as one of the NESSIE �nalists.

In [17], an attack on the reduced 32-round SHACAL-2 using a 14-round
truncated di�erential characteristic is presented. Since the round function of
SHACAL-2 is exactly same as the round function of SHA-256, this 14-round
characteristic shown in the Table 4 can be considered as some interesting prop-
erty of SHA-256. In the Table 4 we denote byei1,...,ik,∼ a 32-bit word that has
1's in the positions i1, . . . , ik, and unconcerned values in the positions of the bits
(ik + 1) ∼ 31, and 0's in the rest of bit positions and we also denote byz0 a
32-bit word that has 0 in the positions 0 and unconcerned values in the other
bit positions.

This characteristic has a probability 2−32 which has been improved to ap-
proximately 2−18.7 in [17] using two kinds of technique:
1) Fixing some bits of plaintext pairs
2) Computing possible dE10 values and construct multiple di�erential charac-
teristics.

Here we use the technique described before to improve the probability and
compare the results with the ones in Table[17].

We found a pair of plaintexts with the set of 20 Neutral Bits for r = 5, which
is shown in the Table 5.

Our experiment con�rmed that using this set gave us a probability 2−8.01

for the 14-round truncated characteristic. This is about 210 higher than the
improved probability in [17].



Table 4. A 14-round truncated di�erential characteristic ( M1 = f 9, 18, 29g, M2 =
f 6, 9, 18, 25, 29g, M3 = f 6, 9, 18, 20, 25g)

Round dAt dBt dCt dDt dEt dFt dGt dHt Prob.
Input( t = 0) 0 0 eM 1 0 0 e31 eM 2 0 2−10

1 e31 0 0 eM 1 e31 0 e31 eM 2 2−10

2 0 e31 0 0 0 e31 0 e31 2−2

3 0 0 e31 0 0 0 e31 0 2−2

4 0 0 0 e31 0 0 0 e31 1
5 e31 0 0 0 0 0 0 0 2−4

6 eM 1 e31 0 0 0 0 0 0 1
7 z0 eM 1 e31 0 0 0 0 0 1
8 ? z0 eM 1 e31 0 0 0 0 1
9 ? ? z0 eM 3;∼ e31 0 0 0 2−4

10 ? ? ? z0 eM 3;∼ e31 0 0 1
11 ? ? ? ? z0 eM 3;∼ e31 0 1
12 ? ? ? ? ? z0 eM 3,∼ e31 1
13 ? ? ? ? ? ? z0 e31 1
14 ? ? ? ? ? ? ? z0

Table 5. The set of neutral bits of size 28 for r = 5, (the bits are numbered in the
range 0, ..., 255)

.

P = 0x2e76ad25 0x3c0d407b 0xd54f19d7 0xe8c7e1e3
0xb25f725c 0x618fad55 0xb63b2fe8 0x9326a499

P � δ0 = 0x2e76ad25 0x3c0d407b 0xf54b1bd7 0xe8c7e1e3
0xb25f725c 0xe18fad55 0x942f2da8 0x9326a499

Singles: 45,46,49,51,71,74,75,87,88,153,172,
176,186,192,198,199,200,209,214,220



6 Conclusions

We applied the Biham-Chen attack to analyze SHA-like hash functions regard-
ing pseudo-collision resistance and pseudo-randomness. Using our scenario, we
presented a di�erential attack on the MD5 hash function and a di�erential attack
on a variant of SHA-2-XOR hash function. We also studied the several rounds'
property of the real SHA-256 function. We observed that in all the case, some
previous results on the di�erential probability were improved. For the future
work, we will use other kinds of neutral bits (triplets) to attack more rounds.
We think that even better probabilities may be obtained with the resulting set.
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